“ Allmode Intelli

gence Section

Advisory Type: Security Threat

Date: 15/06/2015
Information Source: Allmode

In light of the 4 recent hijacks (or disappearances suspected as hijacks) of Product Tankers and
Cargo vessels in the South China Sea/SE Asia,
the region - and to outline recommended security measures.

Background

See Allmode Piracy Reports:

e 446 - Orkim Victory - Product tanker - 04:06:15

e 454 - KM Matiara - Bulk Timber - 03:06:15

e 457 - Orkim Harmony - Product tanker - 11:06:15
e 458 - Teknogas - LPG - 08:06:15
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it is worthwhile revisiting the security situation in

Piracy Report 458
Teknogas - LPG
08:06:15

(last known AIS
position)

Piracy Report 458
Teknogas - LPG
10:06:15

(Position of distress
signal)

Piracy Report 446
Orkim Victory - Product
04:06:15

Piracy Report 457
Orkim Harmony - Product
11:06:15

Piracy Report 454
KM Mutiara - Bulk Timber
03:06:15
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Threat and Risk Assessment

The Modus Operandi of these pirate/criminal groups is now becoming vividly clear in light of so
many similar attacks in the region. In the main, the target is the cargo - namely the product which
can be siphoned in a STS transfer and sold on the black market (or even further refined in black-
economy refineries).

disposable; only valued as collateral and insofar as they can assist (under duress) with the
manoeuvring and operation of the vessel. As such, they are at severe risk of serious or deadly
\ violence 'should the attackers feel this is necessary (in order to ensure compliance).

T‘h'e\csreew themselves, as they are not being held for ransom, are seen by the aggressors as
p

The practice of immediately disabling/destroying all communications equipment is also a
worrying trend, ensuring that a crew is unable to raise the alarm after boarding and delay any
recovery effort - providing more time to achieve their goal of stealing the cargo.

Singapore has recently called for members of the littoral states to increase patrols in the lower
\Qortion of the South China Sea in order to combat the growing piracy threat.
, |
As can be seen from IMB figures, this type of attack appears to be on the rise: (See successful
S \“Hijacked{" below, NB figures for first half of June only)
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It is worthy to note that 43% of worldwide piracy incidents (of any nature) occur in SE Asia. (And
ALL but One [1] successful hijack has occurred in this region)
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Allmode Comment

Due to this increase in the frequency and intensity of attacks in the region, International Marine
Transportation (the UK based affiliate of Exxon Mobil) has taken the prudent decision to begin
employing the tried-and-tested BMP-4 countermeasures, in liaison with their Maritime Security
service provider, for their vessels transiting this area.

Although BMP-4 was developed in response to Indian Ocean Piracy, there is much that can be
of use in safeguarding vessels from all forms of hostile action, in all areas of the world - when
implemented by professionals with an in-depth knowledge of the strengths and weaknesses of
the defensive measures and their specific relevance to particular types of attack - based on
previous intelligence, situational awareness and personal/corporate experience.

BPM-4 is not merely a set of instructions, but guidelines forming the basis of a security system,
of which physical hardening is only one facet. As BMP-4 was tailored to long oceanic transits,
and not littoral operations with many ports of call and regional territorial waters, it is essential that
it should be further tailored, by experienced security advisors, to suit this different scenario and
environment.

The conduct of training, education drills and the supplementing of the watch routine (with
consideration for the crew’s busy work schedule) is just as important as physical hardening of the
vessel - something which is very challenging to implement by merely following a set of printed
instructions.

In order to implement this system satisfactorily, and safeguard the vessel/crew, the use of
unarmed security advisors is the recommended option. Not only will they be able to conduct crew
(re)tr ining and assist in the design and construction of the physical security measures, but be
ables to assist the Master and SSO in a management review of their SSP, and develop and
|mplement ‘one-off” security measures - valid only for the portion of the transit at which the
vessel is at risk.

Rather than misappropriate the time, energy and effort of senior appointments (such as CSO,
HS(S) EQ manager etc.) within the shipping company/organisation to “re-invent the wheel’, it is
ventured that it is cheaper, easier and quicker to entrust this crucial aspect of your business
continuity to 3™ party experts - who can concentrate on their core competencies, while the ships’
management concentrates on theirs.

For Further information Please Contact:

& icad office: +44 (0) 845 004 8000

General Enquiries: info@allmode.org

HSEQ/Compliance Support: HSEQ@allmode.org

ﬂ Website: www.allmode.org
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The information and opinions expressed inthis report are the views of Allmode Intelligence section, part of Allmode Limited (“Allmode”) and constitute ajudgment as at the Report
time and are subject to change without notice. The information and opinions expressed inthis Report have been formed ingood faith on the basis of the information and
intelligence available at the time of writing, but no representation or warranty, expressed or implied, is made as to its accuracy, completeness or correctness. Allmode accepts no
liability arising out of or in connection with the comments made or the information set out in this report and the reader is advised that any decision taken to act or not to act in
reliance on this report is taken solely at the readers own risk In particular, any comments in this report should not be construed as advice, legal or otherwise.

The information contained in this report is taken from open source and from sites or messages received from Allmode Teams, UKMTO, MARLO, MSCHOA, IMB ICC and other
sources. Allmode will publish with each report what source the information was gathered from

o o General Enquiries: Tel +44 (0) 845 004 8000
"'" Al 'm E-mail: info@allmode.org

Intelligence Enquiries:
INTERNATIONAL SECURITY SERVICES Email: Intelligencei@allmode.org
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